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TEPMUWHBI U OITPEJAEJIEHUSA

JelictBus 1o TpOBEpKE
B MH(POPMALIMOHHOM CUCTEME
CocrosiHMe  3alIMIIEHHOCTH  HMH(pOpMAalMM, TMpPH  KOTOPOM
o0ecrieyeHbl ee KOH(HIEHIIHATLHOCTD, JTOCTYITHOCTh
U 1IeJIOCTHOCTh

Wudopmannonnas cuctema, co3jiaBaeMas B LEIAX pealn3aluu
MIOJTHOMOYU I roCyJapCTBEHHbIX OpraHoB
u obecnieueHust oOMeHa HH(popMaIue Mexay TUMUA OpraHaMu, a
TaKXK€ B UHBIX YCTAHOBJICHHBIX (heZepaIbHbIMU 3aKOHAMU LIEJIAX
Bo3MokHOCTB MOTydeHust HH(POPMAIIUHU U €€ UCTIOIb30BaHUS
CocrostHue uMHpOpPMALUHU, XapaKTEpPU3yeMOe CIIOCOOHOCTbHIO
TEXHUYECKUX CPEIACTB ¥  WH(POPMAIMOHHBIX  TEXHOJIOTHH
obecrneunBaTh OECHpPENMSATCTBEHHbI J0OCTYn K HH(pOpMaLuu
CyOBbEKTOB, UMEIOIINX HA 3TO IMOJHOMOYHS

3amura MH(OpPMalMKM, HamNpaBle€HHas Ha MpeJoTBpalleHue
MONTyYeHHs 3aluinaeMord WHGOpMAIMKA  3aUHTEPECOBAHHBIMHU
CyObEeKTaMH C HapyIIEHHEM YCTAHOBJIEHHBIX HOPMAaTHUBHBIMHU
W TPaBOBBIMH JOKYMEHTaMH (aKTaMH) WJIM O0JIagaTeIsiMu
uHboOpMallUM TpaB WIM [pPaBUI pa3rpaHUUYCHHs JOCTyIa
K 3alluiiaeMoi nHpopManuu

Wndopmanus,  sBidoomiascs  OpeAMETOM  COOCTBEHHOCTH
U TIOJIIeKAIAs 3alIUTE B COOTBETCTBHH C TPEOOBAHHUSMU ITPABOBBIX
JOKYMEHTOB WIN TpeOOBaHUAMM, yCTaHaBJIMBaEMbIMU
COOCTBEHHUKOM HH(pOpMAIHH

[IpucBoeHue cyobekTaM U 00BbEKTaM J0CTyNa WACHTU(DUKATOPA U
(wnu) cpaBHEHUE MPEIBABIAEMOro UACHTHU(UKATOpPA C MEPEUYHEM
IIPUCBOCHHBIX MIEHTH(PUKATOPOB

CoOBOKYIHOCTB cojepxamieiics B 0a3ax JaHHBIX HHPOpPMALUU
1 obecreynBaoImXx ee 00padboTKy HHPOPMALMOHHBIX TEXHOJIOTHH
Y TEXHHYECKUX CPE/ICTB

OTnenbHble JOKYMEHTBI M OTIEJIbHBIE MAacCHUBBI JIOKYMEHTOB,
JOKYMEHTBI M MacCHBBl  JOKYMEHTOB,  COJIEp KaIlInecs
B MH(OpMAIMOHHBIX cucTeMax (OuOiMoTekax, apxuBax, (GoHIax,
0aHKax JaHHBIX, UH()OPMALIMOHHBIX CUCTEMaX JIPYTHX BUJOB)
IIponiecchl, MeToabl TmoucCKa, cOopa, XpaHeHHs, O0O0pabOTKH,
MIPEIOCTABIICHUS, PACIPOCTPAHEHUS WH(GOPMALUU UM CIIOCOOBI
OCYILECTBIICHHSI TAKUX MTPOLIECCOB U METOIOB

MO/UITMHHOCTH  CYOBEKTa J0CTyma

Caenenus (cooOmeHus, JTAHHBIC) HE3aBHCHMO
0T (hOPMBI HX TIPEJICTABICHUS
[IpoctpanctBo  (Tepputopusi,  3[JaHuWe,  YacThb  3JIaHUSA),

B KOTOPOM MCKJIFOYEHO HEKOHTPOJIMpYyeMoe NpeObIBaHUE JIHII, HE
HMCIOIIUX ITOCTOSHHOI'O WJIM Pa3oBOro JOIYCKa, U ITOCTOPOHHUX
TPAaHCIOPTHBIX CPE/ICTB

OO6s13aTenbHOE 1711 BBINOJIHEHUS JIMIIOM, MOJYYUBIIMM JIOCTYH K
orpeieNieHHOW MH(popManuu, TpeOoBaHUE HE INepeaaBaTh TaKyIo
nH(pOpMaLIKIO TPETHUM JHIaM 0e3 coriacus ee o0aaaarens
JlevicTBus (oneparum) ¢ epcoHaIbHBIMU JaHHBIMU, BKJIIOUYasi cO0p,
CHCTeMaTH3aluIo, HaKOIIJICHHE, XpaHeHHE, yYTOYHEHHE
(oOHOBIEHUE, HM3MEHEHHUE), HCIOJIb30BAHUE, PACHPOCTPAHEHUE
(B TOM wumcne mepenady), oOe3NIWYMBaHUE, OJOKHpPOBaHUE,
YHUYTO)KEHUE MEPCOHAIBHBIX TAHHBIX



Omneparop

[TepcoHanbHBIE TaHHBIE

Yrpo3a 6e3omacHocTr
nHpopmaun

VAI3BUMOCTE

LenoctHoCcTh

I'paxkmaHuH WM OPUIUYECKOE  JIUI0,  OCYIIECTBIISIOIINE
NEeSATeNbHOCTh 10 OSKCIUTyaTalud WHGOPMAIMOHHONW CHCTEMBI,
B TOM 4uclie To 00paboTke wuHpOpManuu, CcoaepKamencs
B ee 0a3ax JTaHHBIX

JIrobast wHpOpMAaIMs, OTHOCAIIASCS K TPSIMO WM KOCBEHHO
OTIpeIeICHHOMY HJIU OTpeiesiieMoMy (hPU3HUECKOMY JIHILY
COBOKYITHOCTH YCJIOBUH 1 (haKTOPOB, CO3/IAIONTUX OTCHIIUATBHYIO
Wi peasibHO CYLIECTBYIOIIYIO
OIaCHOCTb, CBSI3aHHYIO c YTEUKOH uHbOpMaIUU
W/WIM  HECAaHKIIMOHUPOBAHHBIMM W/MIM  HeNpeAHaMEepEeHHBIMU
BO3/ICUCTBUSIMHU Ha HEE

Henocratok (cimabocTh) MIPOTPaMMHOTO
(mIporpaMMHO-TEXHUYECKOTO) CpeACTBa WM WH(OPMAIMOHHOU
CHCTEMBI B LIEJIOM, KOTOPBIN (KOTOpasi) MO>KET OBITh UCIIOJIb30BaHA
JUISL pean3aluy yrpo3 0€30macHocTd HH(opMaIu
YcroliuuBocth  uMHGOpMAMM K HECAHKIIHOHUPOBAHHOMY
WIK ciy4yailHOMY BO3AEHMCTBHIO Ha Hee B Ipolecce 00paboTKu
TEXHUYECKUMHU CPEACTBAMHM, PE3YJIbTaTOM KOTOPOTO MOKET OBITh
YHHUYTOKEHUE ¥ HCKaKEHUE UHPOPMAITUU



T'OCTP
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OCTIK Poccun
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OBO3HAYEHUA U COKPALLIEHU A

lN'ocynapcrBennsbiii cranaapt Poccuiickoit deneparuu

[lonmutka  WHPOPMALMOHHOM  OE30MACHOCTH  TOCYJapCTBEHHOTO
oromxeTHoro yupexaeHus Jlumes Ne 40 Ilpumopckoro paitona
Canxkr-IlerepOypra

I'bBOY Jluneit Ne 40 ITpumopckoro paiiona Cankr-IleTrepOypra
DdenepanbHas ciryxba 6e3onmacHocT Poccuiickoit deneparun
@OenepalnibHas Ci1yx0a M0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO
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1 OBIIME NMOJIOKEHMUSA

1.1. Hacrosmas Ilonmutuka wHpopmamuonHon Oe3omacHoctu (manee — I[lomuTuka) sBiIseTCS
JOKYMEHTOM, ONPEACISIONIMM HAIlPaBICHUS AEATEIILHOCTH B 00JacTu obecrieueHus: nH(OpMarmoHHON
0e30IaCHOCTM M HpEeACTaBIsieT co00il  cUCTeMaTH3HMpPOBAaHHOE U3JIOKEHUE Lesed Hu  3aj1ad
MH(POPMAMOHHOM 6€30MacHOCTH, KaK OJTHO MJIM HECKOJBKO MPABUII, MPOLEAYP, TPAKTUIECKUX PHEMOB
U PYKOBOASIIMX MPUHIMUIIOB, KOTOpbIMU pykoBojacTByeTcs: ['BOY Jluueit Ne 40 IIpumopckoro paitoHa
Cankr-IlerepOypra (nanee — Jluneit), a Takke OpraHU3alMOHHBIX, TEXHOJOTUYECKUX U MPOLEAYPHBIX
acIeKToB oOecrieyeHust THPOPMALIMOHHOM O€3011aCHOCTH.

1.2. [lonosxenus Hactosimei [TomuTHKY HE pacipoCTpaHsIOTCs Ha oOecrieueHre HHPOPMAITMOHHON
0€30I1aCHOCTH CBE/IEHUH, COCTaBIIAIOIIUX TOCYIAPCTBEHHYIO TalHY.

1.3. OcHoBHO#W 3amaueii B oOsactu WHPOPMAIMOHHON Oe3omacHocTH Jlumel npu3HaeT
COBEPILIECHCTBOBAHHE MEp M CPEICTB 00eCHeUeHMsl 3alUThl HH(pOpMALMU MH(MOPMALMOHHBIX PECYPCOB
Jlunesa B KOHTEKCTEe pa3BUTHUA 3akoHozaarenbcTBa Poccuiickoit denepauu U HOPM PETYIMPOBAHMS
MH(GOPMALIMOHHOM JEATEIbHOCTH B TEKYLIUX YCIOBUAX (QYHKIIMOHUPOBAHUS NHPOPMALIMOHHOTO MOJIS.

1.4. TTpu pa3pabotke [1OIUTHKN yYUTHIBAIUCH OCHOBHBIC MPUHIIMIIBI CO3JAaHHUS CUCTEM 3aIUTHI
uHbopManuy, XapaKTePUCTUKH u BO3MOXXHOCTH OpraHU3alMOHHO-TEXHUYECKUX Mmep
¥ COBPEMEHHBIX IMPOrPAaMMHBIX U aNapaTHO-IPOTPAMMHBIX CPEJICTB 3AIIUTHI HHPOPMALIUH.

1.5. B pamkax cBoeit nestenbHocTH JIunei o6s13yeTcs npeAnpuHIMAaTh BCe BO3MOXKHbBIE MEPBI JUIs
3amuUThl MHYOPMAIIUU OT Yrpo3 0€301MaCHOCTH HHPOPMAITUH.

1.6. TpeGoBanus MHGOPMATMOHHON 0€30aCHOCTH, COOTBETCTBYIOT LIEJSIM AesTenbHOCTH JInwes u
npeaHa3HauYeHBI IJIsl CHU)KEHUS! PUCKOB, CBS3aHHBIX C peajn3alield yrpo3 6e30nacHOCTH HHPOPMALIUH.

1.7. Ilonutuka goctynHa BceM paboTHUKaM JIuiies u BceM MOoJIb30BaTeNsIM €ro peCcypcoB.

1.8. Hactosimast [lonutuka paspaboTaHa B COOTBETCTBHH C:

— ®epepanbubliit 3akoH 0T 27.07.2006 Ne 149-03 «O6 undopmanmu, “”HPOPMAIIMOHHBIX TEXHOJIOTHSIX U
0 3a1uTe HHPOpMALTUY.

— ®epepanbubiii 3ak0H 0T 06.04.2011 Ne 63-03 «O0 371€KTPOHHON OITUCH.

— IlocranoBnenune  IlpaButennctBa  Poccuiickoit denepanuun oT 16.04.2012 No 313
«O6 yrtBepxxkaeHun IlonokeHUss O JMLEH3UPOBAHMM JEATEIILHOCTU MO pa3paboTKe, MPOU3BOACTBY,
pacrpoCTpaHEHHIO IMHU(PPOBAIBHBIX (KpUNTOrpaUUecKuX) CPeAcTB, WH(POPMAIMOHHBIX CHUCTEM
U TEeIeKOMMYHMKAIlMOHHBIX  CHUCTEM, 3allMIIEHHbIX C  HUCMOJb30BaHUEM  IIU(PPOBAIBHBIX
(kpuntorpauyecKkux) CpeICTB, BBINOJIHEHHIO pabOT, OKa3aHUIO YCIyr B oOnacTh HIM(pPOBaHUS
uHbOpMalUY, TEXHUYECKOMY OOCIYKMBAaHUIO HIM(PPOBATBHBIX (KPUOTOTpapUUECKUX) CpEeACTB,
MH(OPMALIMOHHBIX CHCTEM U TEJIEKOMMYHHMKAIIMOHHBIX CHUCTEM, 3allMIIEHHBIX C HCIIOJIb30BAHUEM
U (poBaIbHBIX (KpUNTOrpagUUecKnx) CpeAcTB (32 HCKIIOUYEHUEM Cciydas, €ClIM TeXHHYEeCKoe
oOciyxuBaHUEe MHUPPOBANbHBIX (KpUNTOrpaUyecKux) CpeACcTB, HHGPOPMAIMOHHBIX CHCTEM
U TEIeKOMMYHMKAIlUOHHBIX  CHUCTEM, 3allMIIEHHbIX C  HUCIOJb30BaHUEM  IIU(PPOBAIBHBIX
(xpunrorpauyecKux) CpesICTB, OCYIIECTBIAETCS Il 00ecieueHus1 COOCTBEHHBIX HYXK/[I FOPUANUECKOTO
JIMIA WIK UHAUBUAYAIBHOTO MPEIPUHUMATEIS)».

— [locranoBnenune  IlpaButenbctBa  Poccuiickoit ~ ®enepaumu ot  01.11.2012 Ne 1119
«O06 yTBepxkJIeHMH TpeOOBaHMM K 3alllUTe MEPCOHANbHBIX JaHHBIX MpU UX 00paboTke
B UH(OPMAIIMOHHBIX CHCTEMaX MEePCOHANBHBIX JaHHBIX».

— Ilpukas OAIICHU oT 13.06.2001 Ne 152 «O6 YTBEPKJICHUH WNHucTpykun
00 opranuzanuy u o0ecrnedeHnr 6e30MacHOCTH XpaHeHus, 00pabOTKH U Nepejaun Mo KaHajlaM CBSI3U C
HCTOJIb30BAHUEM CPEJICTB KPUNTOrpahuiuecKoi 3aiuThl HHPOPMALIMU C OTPAHUYESHHBIM JOCTYIIOM, HE
COZIEpIKAIlle CBEJICHUH, COCTaBISIONIUX TOCYJAPCTBEHHYIO TAHY».

— Ilpukaz ®CB Poccum ot  09.02.2005 Ne 66 «O6  yrBepxaeHuun llonoxxenus
0 pa3paboTKe, MPOU3BOACTBE, pealU3allii U HKCIUTyaTallMi MH(PPOBATbHBIX (KPUITOrpadUIecKux)
cpencts 3amuThl nHGopMmanuu (I[Tomoxenue ITK3-2005)».

— Ilpukaz ®CTIK Poccun ot 11.02.2013 Ne 17 «O06 yrBepkaeHnU TpeOOBaHHM 0 3amuTe HHGopMaLum,
HE COCTaBIISIOLIEH TOCYJapCTBEHHYIO TaifHy, coJepikalleiics B rocyJapCTBEHHbBIX HMH(OPMalMOHHBIX
cUCTEMax.



IMpukaz DOCTIK Poccum ot 18.02.2013 Ne 21 «OO yTBEep)KOECHHMM COCTaBa M COACPIKAHUSA
OpPraHMU3aIMOHHBIX U TEXHUYECKUX MEp MO 0OecreyeHno 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU
ux 00paboTke B MHPOPMALMOHHBIX CHCTEMAX MEPCOHAIBHBIX TaHHBIX).

[Ipukaz ®CBb Poccum ot 10.07.2014 Ne 378 «O06 yrBepkaenun CocTaBa M COJEpKaHUS
OpPraHMU3alMOHHBIX U TEXHUYECKUX MEp MO 0OecreyeHH0 0e30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU
ux 00paboTke B MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHAIBHBIX JAHHBIX C HCIIOJB30BaHUEM CPEIICTB
Kpunrtorpaguueckoi 3amuThl HH(QOpPMALMKM, HEOOXOAMWMBIX [JISi BBIIOJHEHUS YCTaHOBJICHHBIX
[IpaButensctBoM Poccuiickoit ®enepauuu  TpeOoBaHMI K 3alIUTE€ TEPCOHANBHBIX JaHHBIX
JUISL K&KJIOTO U3 YPOBHEH 3alIUIIIEHHOCTH.

I'oCT P 51624-2000 «3amuTa uHpOpMAILHH. ABTOMaTU3UPOBAHHBIE CUCTEMBI
B 3alMIIEHHOM HucnionHeHuu. O0mume TpeGoBaHusD.

I'OCT P 51898-2002 «Acnektbl 6e30macHocTH. [IpaBuia BKIIFOYSHHS B CTAHIAPTHIY.

I'OCT P 50.1.056-2005  «Texnuueckas 3ammra uHpopMmanuu. OCHOBHBIE  TEPMHUHBI
U OIIPEICTICHUSD.

I'OCT P UICO/M3K 27001-2006 «1H(popMariioHHast TEXHOJIOTHS. MeTOIbI ¥ CpecTBa O€30MaCHOCTH.
CucteMbl MeHEeKMEHTa HHPOpMaMOHHON Oe3onacHocTu. TpeboBanus».

I'OCT P 50922-2006 «3amura unpopmaiuu. OCHOBHbIE TEPMHUHBI U ONIPEIEICHUS.

I'OCT P 51275-2006 «3amura nndopmaiuu. O0bekT uHpopMaTuzanuu. GakTopsl, BO3ACHCTBYIONINE
Ha uHpopMaruio. OOIIUE TOTOKCHHS.

I'OCT P HCO/MDBK TO 13335-5-2006 «MudopmanmoHHass  TEXHOJIOTHSA.  MeToabl
U cpesicTBa obecnieuenus 6ezonacHocTd. Yacte 5. PykoBoICTBO 110 MEHEIKMEHTY 0€3011aCHOCTH CETH.
I'oCT P NCO/TO 13569-2007 «DuHaHCOBbBIE YCIIYTH. Pexomennanuu
110 HH(POPMAIMOHHOI 0€30ITaCHOCTI.

I'OCT P NUCO/MDBK 27005-2010 «MHpOpManIMOHHAS TEXHOJIOTHA. METObI U CPEACTBA 00CCIICUCHUS
6e3omacHocTi. MeHeKMEHT pucka HH(GOPMaIMOHHON 06€3011acCHOCTHY.

I'OCT P ICO/MBK 27004-2021 «upopManmoHHast TEXHOIOTHS. METOABI U CPEeICTBA OOSCIICUCHUS
6e3onmacHocTH. MeHeKMEHT HH(POPMALIMOHHOM 0e30nacHOCTH. MOHUTOPHHT, OLIEHKA 3alIHIIEHHOCTH,
aHaJIu3 U OLICHUBAHUE).

I'OCT P 51897-2021 «MenemxMeHT pucka. TepMUHBI U OTIPEAETICHUS.

I'OCT P 52069.0-2013 «3amura nadopmarnuu. Cucrema ctanaapToB. OCHOBHBIE TOJIOKEHUS.
Konnenuus nHGOpMalMOHHON 0€30MacHOCTH MCHOJHUTEIbHBIX OPraHOB I'OCYJapCTBEHHOM BIAacTH
Cankr-IlerepGypra ot 20.02.2023.

2 1EJIA U 3AJIAYYA OBECIIEYEHUSI UTHO®OPMAIIMOHHOMN BE3ONNACHOCTH

2.1. CyobexTnl HHGOPMANIMOHHBI OTHOLIEHHIA

CybObexktamu mipH obecrieueHuN HHPOpMaIIMOHHOM 6e30macHOCTH B Jluiiee SBISIOTCS:
paboTHuku Jluies (B TOM 4uciie YBOJIEHHBIE);
(dbuzmvecKue auIa, MpeCTaBUTEIN KOHTPAreHTOB B paMKaX MCIIOTHEHUS JOTOBOPHBIX 0053aTeNbCTB;
¢dbusnueckue nuia, moasiire ooparienue B aapec Jluies;
IOpUANYECKHE TN, B paMKaxX UCTIOTHEHHsI JOTOBOPHBIX 0053aTE€IbCTB WM BO UCTIOJTHEHUH TPEOOBaHUN
CO CTOPOHBI 3aKOHOAaTenscTBa Poccuiickon denepanny,
OpraHbl rOCY/IapCTBEHHOM BIJIACTH.

2.2. O0beKThI HHPOPMAIMOHHBIX OTHOIIEHH i

Oo6bexTamu HH(HOPMAIIMOHHBIX OTHOILIECHHH SBIISIOTCS:
nH(popMalMoHHbIE pecypchl Jlunes;
rocy/1lapCcTBeHHbIE HHPOPMAIIMOHHBIE cucTeMbl OniepaTopoM KOTOPHIX siBJsieTcs JIunei;
mporeccsl  00paboTku uHPopManuu B WHOOPMAIMOHHBIX cucTemax Jlures, WHPOpMAIMOHHbBIE
TEXHOJIOTHH, PETJIAMEHTHI U TIPOLIeTyphl cOopa, 00paboTKH, XpaHEHUS U Mepeaund HHPOpMaLUY;
nH(popMallMoOHHasT WH(QPACTPyKTypa, BKIIOYAIOIIAs CHUCTEMbl OOpaOOTKM, XpaHEHUsS M aHajau3a
nH(pOpMaluY, MPOrpaMMHBIE U MPOrpaMMHO-aNMapaTHbIe CPEACTBA, B TOM YHWCJIE KaHalbl CBSI3U U



TCIICKOMMYHUKAIIUU
CHCTEMBI M CPE/ICTBA 3aIIUTHI HHPOPMAIMH, OOBEKTHI U IOMEIICHUS, B KOTOPBIX pa3MeNIeHbl CPEeICTBA
00paboTKK MHPOPMALIUH.

2.3. llenn obecnevyeHus1 HHPOPMALMOHHOMH 0€30MACHOCTH

OcHOBHOM TeNBIO OOecrieueHus: MHPOPMAITMOHHON Oe3onmacHocTy Jluies sSBISIOTCS ICHCTBHS,

HaIpaBlICHHbIE HAa JOCTHXKEHHE 3alIUThl CYObEKTOB HH(MOPMAIIMOHHBIX OTHOIIEHUN OT BO3MOXKHOIO
HAHECCHHS] UM MaTePHAIBLHOTO, (PH3UIECKOT0, MOPAITBHOTO WJIM HHOTO YIIepOa, MOCPEACTBOM CITYJaitHOTO
WM NIPETHaAMEPEHHOT0 BO3ICHCTBHS Ha HH(OPMALINIO, B TOM YHCIIE:

obecrieueHrsT OTKa30yCTOMYMBOTO (PYHKIIMOHUPOBAHMS TMPOTPAMMHBIX M allllapaTHO-IIPOTPAMMHBIX
cpenctB Jlunes u MpeaocTaBIsIeMbIX CEPBHUCOB;

cOOJTI0ICHUSI TIPABOBOTO PEKUMa UCIIOJIB30BAHUS MaCCUBOB M CPEJICTB 00padOTKH HH(pOpMAIINH;
MIPEIOTBPAILICHUS peaTu3aluu yrpo3 0e30macHOCTH HH(POpPMAIMK MPU OCYIIECTBICHUH JCSITEIbHOCTH
JInnei.

2.4. 3anauu obecnieyeHusi HHPpOPMAIMOHHOI 6€30MACHOCTH

HocTmwxkenne neneil obecrieueHuss MHGOPMAIMOHHONW O0€30IMAaCHOCTH M CBOMCTB HH(OpMALUH,

JInnen pemaeTcs CICAYIIMMUMU 3aJladyaMHu.

3alIUThI OT HECAaHKIIMOHUPOBAHHOT'O JOCTYIA K MH(MOPMALIMOHHBIM pecypcam;

pasrpaHMuYeHHsT JOCTyMa IOJb30BaTeliel K WH()OPMAIMOHHBIM, aIlmapaTHBIM, [POrPAMMHBIM
U UHBIM pecypcawm;

perucTpanyy U NepUOJUUECKOro KOHTPOJIs ACUCTBHM IMoJib30BaTenei mpu oOpaboTKe 3aluinaeMoi
uHbOpMaLUU U IEPUOANYECKUNA KOHTPOJIb KOPPEKTHOCTH UX JI€HCTBU;

KOHTPOJISI LIEIOCTHOCTH CPEJIbl UCIIOJIHEHUS IPOIPaMM U €€ BOCCTAHOBJICHHUE B CIy4yae HapyIICHHUS;
oOecriedeHns ayTeHTU(DUKAIUY U UACHTU(PHUKAIIMN TI0JIH30BATENEH, YIaCTBYIOMIMX B WH(OPMAIIMOHHOM
oOMeHE;

o0ecreyeHnss UCIPAaBHOCTU IMPUMEHSEMbIX B MH(POPMALMOHHBIX cuUcTeMax JIuieil cpencTB 3aluThl
nH(popManuu;

CBOCBPEMEHHOTO  BBISBJIEHME  MCTOYHHMKOB  yrpo3  0Oe30macHOCTH  HMH(OpMalMM, OpUYUH
U YCJIOBUH, CIIOCOOCTBYIOIIMX HAaHECEHUIO yIlepOa 3aMHTEPECOBAHHBIM CyObeKTaM MH(POPMALIMOHHBIX
OTHOIIICHHU;

CO3/1aHHEM CIIy>)KObl MOHMTOPMHIAa M pearupoBaHusi Ha yrpo3bl 0Oe30MacHOCTH HH(pOpMaUuu
U HETaTUBHBIE MTOCIIE/ICTBUS,

CO3JIaHMEM YCJOBHUH A1 MUHUMH3AIMM HAHOCHUMOIo yiiepOa HenmpaBOMEPHBIMM JEHCTBUSMH, U
yCTpaHEHHe MOCIeICTBUI HapyIIeHus: HHPOPMALMOHHOM Ge3omacHocTH B Jluiee.

2.5. Pemenue BBIICTICPCYNCIICHHBIX 3a/1a4 B JIuuei OCYIIECTBIIACTCS MOCPEACTBOM:

ydyeTa Bcex MOJUIeKaIlnX 3alUTe HHPOPMALMOHHBIX PECYPCOB;

KYpPHAJIMPOBAHUSI JIEHCTBUN TEpCOHANA, OCYILECTBISIONIET0 OO0CIy)XMBaHME W MOAU(PUKAIIIO
MIPOrpPaMMHBIX U IPOrpaMMHO-aNapaTHBIX CPEJICTB NHPOPMALIMOHHBIX CUCTEM;

pernamMeHTalMM — MpoleccoB  o0paboTku  uHGopManuu, JAelctBuil  paboTHuUKOB  Jluues,
OCYILIECTBISIOLIMX AKCIUTyaTallMi0 MPOTPaMMHBIX W MPOTrpaMMHO-alNapaTHBIX CPEACTB, HA OCHOBE
YTBEPKICHHBIX OPraHU3al[MIOHHO-PACHIOPSAUTENBHBIX TOKYMEHTOB IO 3alUTe HHPOPMALUY;
Ha3HAYEHUs] U TMOATOTOBKOW paOOTHUKOB, OTBETCTBEHHBIX 3a OpPraHU3alMI0 M OCYILIECTBICHHE
MEpONpPUATHIA 0 obecneueHnto nH(OpMaIIMOHHOM Oe3omacHocTH B Jlunee;

HaJeJeHUs  KaXJ0ro paOOTHMKA MHUHUMAJIbHO  HEOOXOAMMBIMH  TIpaBaMH Tpu  pabote
B MH(OPMALIMOHHON MHPPACTPYKTYPE COTTIACHO UX JIOJKHOCTHBIM 00S3aHHOCTSIM;

COONIIOJICHUST BCEMHM DPAOOTHUKAMH, HKCIUTYaTUPYIOIIMMU M OOCIY)KHMBAIOUIMMHU HpPOTPaMMHBIE U
IIPOrpaMMHO-aInapaTHbIE CPeICTBA, TPEOOBAHUI OpraHU3allMOHHO-PACTIOPSIUTENBHBIX JIOKYMEHTOB I10
BOIIpocaM obecrniedeHus: nHOOPMAITMOHHOU O€30TTaCHOCTH;

MEPCOHATBHOM OTBETCTBEHHOCTBIO KaXJ0ro paOOTHHWKAa 3a CBOM JEWUCTBUS, YYacCTBYIOLIETO
B paMKaxX CBOMX ()YHKIIMOHAJbHBIX OOSI3aHHOCTEH B IpOIEccaX aBTOMATH3MPOBAHHOW 00pabOTKH
nH(OPMALIUY U UMEIOIETro JOCTYII K pecypcaM HHPOPMAIIMOHHBIX CUCTEM;

peanu3aiyeid TeXHOJOTHUECKUX MPOIeccoB 00paboTKM MHPOPMAIIUU C UCTIOIb30BAHUEM KOMILIEKCOB
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OPTraHU3aIMOHHO-TEXHUYECKUX MEp 3aIIUTHI IPOrPaMMHOTO 0OECTIeYEeHHUsI, TPOrPaMMHO-AIIAPATHBIX
CPEICTB,;

— TOpUHATHS Mep 1o obecreueHHIo (U3NYECKON IMETOCTHOCTH MPOTrpaMMHO-ANIApaTHBIX CPEICTB
MH(GOPMALMOHHBIX CUCTEM U MOJIep KaHUEM HE0OXO0AUMOr0 YPOBHSI 3aILUIIEHHOCTH KOMIIOHEHTOB;

— WCMOJB30BaHUS MPOTPAMMHBIX UM IMPOrPAMMHO-AMIMAPATHBIX CPEJICTB  3aIUTHl  HH(DOpMAIUH
obpabatbiBaeMoM B Jluiiel 1 aIMUHUCTPATUBHON MOIEPKKOM UX UCTIOIb30BaHUS,

— KOHTPOJIA coOnroaeHNs I10JIb30BATEISIMHU UH(POPMAIIMOHHBIX CUCTEM TpeOoBaHU
o obecreueHno NHPOPMAITMOHHOM O€30MMaCHOCTH;

— IpoBeeHus aHaln3a 3(p(HEKTUBHOCTU MPUHATHIX MEp 3alUThl HH(GOPMALMK U IPUMEHSIEMbIX CPEJICTB
3anuThl nHpopmanmu B Jluuei;

— pPa3paboTKu U peaju3alMy IPEJIOKEHUH 10 COBEPIIEHCTBOBAHUIO CHCTEM 3alllUThl MH(OpManuu B
JIunen.

3 TMPUHIUIIBI OBECIIEYEHUS UHO®OPMAIIMOHHOM BE3OIACHOCTH

Obecneuenne HMH(POPMALMOHHONW O€30MAaCHOCTH, JOJIKHO OCYILECTBISATHCS B COOTBETCTBUH
CO CJICAYIOIIUMMHU OCHOBHBIMU IPHUHIUIIAMUA

IIpuHIMT 3aKOHHOCTH

[Ipu BBIOOpE MepompuATHH MO 3amuTe HHGOPMAIHMH, JODKHO COONIONATHCS JCHCTBYIOIIEE
3akoHoJaTenbcTBO Poccuiickoit denepanyu B chepe 3amuThl HHPOPMALIUU.

Bce pabotHuku Jluies 10JKHBI UMETH MPECTaBIEHHE 00 OTBETCTBEHHOCTHU 3a IIPABOHAPYIICHMUS
B cepe 3amuThl nHGopmanuu. [IporpammHo-annapaTHble CpeAcTBa, IpUMeHseMble B Jlulee, T0IKHBI
UMETh COOTBETCTBYIOIIME JIMICH3UH, OQUIMATIBHO MPHOOPETAThCS Yy MpeACcTaBUTeNeH pa3paboTYnKOB
3THUX CPEJICTB WM SIBJIATHCS MHTEIIEKTYaIbHOM COOCTBEHHOCThIO JIMiies.

IIpuHUUD cucTeMHOCTH

[Tpr co3gaHMu CHUCTEMBI 3alUThI JOJDKHBI YUYMUTBHIBATHCS AKTyallbHbIE YIPO3bl 0€3011aCHOCTH
uHpOpManny, BO3MOXKHBIE 0O0BEKTH W HANPaBJICHUs aTaKk Ha HEe CO CTOPOHBI Hapymmrenei. Cucrema
3alIUTHI JJOJKHA CTPOUTHCS C YIETOM HE TOJIBKO M3BECTHBIX KaHAJIOB YTEUKH MH(OPMAIUH, HO U C yYETOM
BO3MOXXHOCTH ITOABJICHHUA HOBBIX y?[BBI/IMOCTeﬁ B IIpOrpaMMHOM oOecrieueHHnu.

IIpuHIMT KOMILJIEKCHOCTH

KommuiekcHOe HCIOJIb30BaHUE CPENCTB 3alllUThl MH(POpPMALMU MPEIOoJaraeT COrIacOBaHHOE
IIPUMEHEHHE NIPU TOCTPOCHUH LIETIOCTHOM CUCTEMBI 3aILUTBI, IEPEKPBIBAIOILEHN BCE CYILIECTBEHHBIE YTPO3BI
6e3omacHoCcTH UHGOpMaIUU. 3alInuTa JT0JKHA CTPOUTHCS duIeIoHHpoBaHO. Dusndeckas 3amuTa JoHKHA
obecrieunBaTbcsl GU3NUECKUMU CPEACTBAMH U OPTaHNU3aLMOHHBIMU MepaMH.

HpI/I MMOCTPOCHUH, BHCAPCHHUU MW OKCITyaTallMH CUCTEMBbI 3alllUThI I/IH(l)OpMaIII/II/I PYKOBOJACTBO
Jluueit obecrieunBaeT ycyoBus i d3PPEKTUBHON KOOpAWHAIMM ASUCTBUM BCeX JIML, 00€CIEUNBAIOIINX
MH(OPMALIMOHHYIO 6€30I1aCHOCTb.

IIpuHIMI CBOEBPEMEHHOCTH

Pa3pabotka cucrembl 3amuThl MHPOPMAIMU JI0JKHA BECTHUCH MApajuIeNIbHO C pa3pabOTKON M
MH(OPMAaLMOHHOM CUCTEMBI. 9t0 ITO3BOJIUT Y4EeCTh TpeOoBaHMS 6e30macHOCTH
P TNPOEKTUPOBAHUM AapXUTEKTYyphl M, B KOHEYHOM cuYeTe, co3xaTh Oosiee d(pPexTuBHBIE
MH(pOPMAaIMOHHbIE CUCTEMBI, 00JIaJJat0I1e JOCTATOYHBIM YPOBHEM 3alUILEHHOCTH.

IIpuHUMN IpeeMCTBEHHOCTH

[TocTosiHHOE COBEpIIEHCTBOBAHME MEp M CpPEACTB 3allUThl HHGPOPMALMKM HA OCHOBE
MPEEMCTBECHHOCTH OPraHU3allMOHHBIX W TCXHUUYCCKHUX pemeHHﬁ, KaJapoBOro cocraBa, aHajJIn3a
(GYHKIMOHMPOBAaHUS HMH(MOPMALMOHHBIX CHCTEM M CHUCTEMBbl €€ 3alllUThl C Y4YeTOM M3MEHEHUi
B METOJIaX U CPe/ICTBaxX repexnara nH(OpMaluy, HOPMATUBHBIX TPEOOBAHUHN O 3alIUTE UHPOPMAIIUH.

IpuHUMI 10CTATOYHOCTH

CootBeTcTBHE YypOBHS 3aTpaT Ha obecrieyeHre MHGOPMAIMOHHON O€30MacHOCTH U LIEHHOCTU
MH(GOPMAIMOHHBIX PECYPCOB Ha BEIMYMHY BO3MOXKHOTO yIiepOa OT MX pasrJallleHusi, YHUYTOKEHUS U
HUCKaXXCHUS. HCHOJ’IBSyeMLIe MEpbBl W CpCACTBA 3alllMTHI I/IH(bOpMaHI/II/I HC JOJDKHBI YyXYyAIIAaTb
SPTrOHOMHYCCKUEC IMTOKA3aTCIIN KOMIIOHCHTOB I/IH(bOpMaHI/IOHHI)IX CHUCTEM.

IIpuHIUN OTBETCTBEHHOCTH
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BosnoxeHne 0TBETCTBEHHOCTH 3a oOecriedeHre 0e30macHoCTH MHPOpPMALUU U ee 00paboTKu Ha
KaX/10ro pabOTHUKA B IpejiesiaX ero MoJIHOMOYMH. B cOOTBETCTBUU ¢ 3TUM NMPUHLUIIOM paclpesieleHne
npaB ¥ 00s3aHHOCTEH paOOTHUKOB CTPOUTCS TAKUM 00pa3oM, YTOOBI B Cilydyae JI0O0T0 HapyIIeHUs ObLI
W3BECTEH HAPYIINUTEb.

IIpuHOMND 000CHOBAHHOCTH M TEXHHYECKOH peain3yeMocTH

HNHpopMalnoOHHbIE TEXHOJOTUHM, IPOrpaMMHBIE U IPOrpPaMMHO-ANIapaTHbIE CPEACTBA, MEpPbI
3amMThl MHGOpPMAIMKM JOJDKHBL OBITh PEaJM30BaHbl 110 COBPEMEHHBIM pEIICHUSM, OOOCHOBAHBI
C TOYKM 3pEHMsI JOCTHXKEHHS 3aJlaHHOI0 YPOBHA 3alUILEHHOCTH HMH(OpPMAlMM U 3KOHOMHYECKOH
1eJIeco00pa3HOCTH, a TaKKe COOTBETCTBOBATH  yCTAaHOBJICHHBIM HOpMaM H  TpeOOBaHUSM
1o 6€30macHOCTH UH(POPMAIIUH.

IpuHuun npogeccuonaanzma

Peanuzanus mep 3amuThl THPOPMALMHU U KCIUTyaTalUsl CPEICTB 3AIUUThl HH(OPMALMK JOJKHA
OCYIIECTBISATHCS MPO(HECCHOHAIBHBIMU CIEIUATUCTAMH.

[TpuBneueHune crnenMaIU3MPOBAHHBIX OpraHu3alMil K pa3paboTKe CPEICTB U pealn3alud Mep
3aIMThl MH(POPMALMU, TOJATOTOBICHHBIX K KOHKPETHOMY BHJY JAEATEIBHOCTH 10 O00ECHeUCHHIO
0e3011acHOCTH HH(OPMAIIMOHHBIX PECYPCOB, UMEIOLIUX OMBIT IPAKTUYECKOM paOOThI U JIULIEH3UH Ha ITPABO
OKa3aHWs yCIyT B 3TOM 00acTy.

IIpyHIMI MUHEMHM3ALUH IPUBHJIETHI 0J1b30BaTeJIeH

Obecneuenne MoIb30BaTeNeH MPUBUIETUSIMA MUHUMAITBHO JJOCTATOYHBIMHU TS BHITIOJTHEHUST UMH
CBOUX JIOJDKHOCTHBIX 00s13aHHOCTEH B Jluiee.

4 OCHOBHBIE TPEBOBAHUA 110 3AIIMUTE UHOOPMALIUHN
OI'PAHUYEHHOTI O JOCTYIIA

4.1. Cucrema 3amuThl HHPOpPMALUK JODKHA IPEAYCMATpUBATh KOMILUIEKC OpraHU3allOHHbIX,

IPOrpaMMHBIX M HPOTPaMMHO-alIapaTHBIX CPEICTB M Mep IO 3aluTe UHPOpMalUu B Ipolecce

ee 00paboOTKH.

4.2. BeinosiHeHne TpeOOBaHUM JOCTUraeTcs 3a CUET peayln3aluy Ha 00beKTax MHPpOpMaTU3aLKU Mep 110

3amure uHpopMaIuu:

— UACHTU(UKALMU U ayTeHTU(DUKALMH CYyObEKTOB 10CTYNa U OOBEKTOB J10CTYIIA;

— YIpPaBJIEHHIO IOCTYNIOM CyOBEKTOB JOCTYIA K 00bEKTaM JI0CTYIa;

— OrpaHUYEHUIO TPOTPAMMHON CPEJIbI;

— 3alIMTe MAITMHHBIX HOCUTENEH MePCOHATBHBIX TaHHBIX;

— PpETrUCTpalH COOBITHI 0€30MacCHOCTH;

— QAHTHBUPYCHOM 3aIllUTE;

— OOHapYXEHUIO0 BTOPKEHUM;

— KOHTPOJIO (aHAJIN3Y) 3aIUIIEHHOCTH TIEPCOHATBHBIX JTAHHBIX;

— o0ecneyeHnIo eIOCTHOCTH HHPOPMALIMOHHONW CUCTEMBI U IEPCOHANIBHBIX TaHHBIX;

— o0ecneyeHnIo JOCTYITHOCTH NMEePCOHANIBHBIX JTAHHBIX;

— 3aIIMTHI CPebl BUPTYaTU3alHH;

— 3aIIMUThl TEXHUYECKUX CPEJICTB;

— 3alMThl HHHOPMAIIMOHHOM CUCTEMBI, €€ CPEJICTB, CUCTEM CBSI3U U Mepe/laul JaHHBIX;

— BBISBJICHUIO MHIUACHTOB U pearnpoBaHUe Ha HUX;

— yIpaBlIeHUIO KOHPHUTypanuel HHPOPMAIMOHHON CHCTEMBI M CHCTEMBI 3aIIUTHI IEPCOHATBHBIX TAaHHBIX.

4.3. Jluueit, xak obnamarens HHGOPMAIMH OTPAaHMYEHHOTO JTOCTYIA, P OCYIIECTBICHUN CBOMX IIPaB

00s13aH:

— coOuroaTh MpaBa U 3aKOHHBIE WHTEPECH! HHBIX JIAIL;

— TPUHUMATH HEOOXOAUMBIE MEPHI TI0 3alIUTE HHPOPMAIINH;

— OrpaHWYMBATH AOCTYN K WH(GOpPMAIMH, €CITH TaKas OOS3aHHOCTh YCTaHOBIJIEHA 3aKOHOJATEIHCTBOM
Poccuiickoit ®enepanum.

4.4. B tom uucne Jluuel, BmpaBe eciy HHOE HE MPEIyCMOTPEHO 3aKOHOJATeNbCTBOM Poccuiickoit

denepannu:



11

— paszpemiaTh WK OTPAaHUYUBATH JOCTYT K HH(POPMAIIUH, ONIPEACIATH IMOPSIIOK U YCTIOBHS TAKOTO OCTYIIA,

— HCIIOJIb30BaTh MH(OPMALIKIO, B TOM YHUCIIE PACIIPOCTPAHSITH €€, IO CBOEMY YCMOTPEHHUIO;

— nepenaBaTth MHGOpPMAIUIO APYrUM JHUI[AaM Ha YCTaHOBJIEHHOM 3aKOHOJAaTeNnbCcTBOM Poccuiickoii
®denepaliivi OCHOBAaHUY;

— 3alMIaTh YCTAaHOBJICHHBIMH 3aKOHOJATENIbCTBOM Poccuiickoit dexepannu crocodbamu CBOM IpaBa B
cllyyae He3aKOHHOT'O TOJTy4eHUs! HH(POPMAIIUH UM €€ HE3aKOHHOTO MCITIOIb30BaHUs MHBIMHU JIHLIAMHU;

— OCYUIECTBIIATh MHbIE IEHCTBUS ¢ HH(POPMAIUEH WK pa3peliaTh OCYHIIECTBICHNE TAKUX JEHCTBUM, eciu
3TH JEHCTBHUS HE MpOTHUBOpeyaT (eaepaabHbIM 3aKOHAM M JAPYTUM HOPMATHBHO-IIPABOBBIM aKTaM
Poccutickoit denepanumn.

4.5. 3amuTa nHGOpMaAIUU OTPAHUYEHHOTO JOCTYIIA MPEACTaBIseT coO00M NPUHATHE OpraHU3alMOHHbBIX U

TEXHUYECKUX MEp, HAlPaBJICHHbIX HA!

— cobOmogeHne KOH(GUICHIHMATLHOCTH HMHpOpMAMK  (HUCKIIOYEHHE HENpPaBOMEPHOro  JOCTYIIa,
KOIMPOBAHUS, IPEOCTABIICHUS WIIM PacpOoCTpaHeHUs MH(GOpMaIIUN);

— o0ecrieyeHne 1e0CTHOCTH HH(POpMaIuK (MCKITIOUEHHE HEMPABOMEPHOTO YHUYTOXKCHUS WIH
MoaubUIIUPOBaHUS HHPOPMAIIHUHN );

— peanM3alMI0O TpaBa Ha JOCTYH K HH(pOpMauuu (MCKIIOUEHHE HEMPAaBOMEPHOTO OJIOKHPOBAHUS
uHpOpMaIINN).

4.6. CpenctBa 3amuThl MHGOPMAIMU BHEAPSAIOTCA MO pe3ylbTaTaM MPOBEACHHS OIEHKH pPHUCKOB

MH(POPMAIIMOHHOH 0€301acHOCTH.

4.7. Opranu3anusi 3al{dThl HHPOPMALHH

[lpu oprammzanmu B Jlumee 3amuTel WHGOPMALWHU, JOJDKHBI BBIONHATHCS TpeOOBaHUS
®enepanbHoro 3akoHa ot 27.07.2006 Ne 149-03 «O06 undopmaiuu, HHPOPMAIMOHHBIX TEXHOJIOTHIX U O
3anTe nHPOPMAIUNY, KOTOPBIE PETYIUPYIOT OTHOIICHUS, CBSI3aHHBIE C YCTAHOBJICHHUEM, U3MEHEHUEM U
MpeKpalieHueM pexxuma o0paboTku 3amuiiaemMoit nHbopManuu. B Tom uuncie TpeOOBaHUSA O 3alIUTE
nH(pOpMAaLMK, HE COCTABJISIONICH TOCYIapCTBEHHYIO TaiiHy, COJEp)KaIeHCs B TOCYIapCTBEHHBIX
nH(OPMALIMOHHBIX cucTeMax yrTBepxkaeHHble mnpukazom DPCTOK Poccum ot 11.02.2013 Ne 17
«O0 yTBepKIeHUU TPeOOBAaHMI O 3aIIUTe MHPOPMAIMK, HE COCTABIISIFONICH TOCYIapCTBEHHYIO TalHY,
coliepiKalleiics B  TOCYAapCTBEHHBIX HMH(DOPMAIMOHHBIX  CHCTEMax» [UIsl  TOCYJapCTBEHHBIX
MH(POPMAIMOHHBIX CHCTEM 10 KOTOphIM JIntiei siBisiercst OnepaTtopom.

B JIunee moMuMo peanzaiiui OCHOBHBIX Mep 3alUThl MH()OPMAIMH OCYILIECTBIISACTCS:

— peryispHas OLIEHKa M YIpaBlIeHHE pHUCKaMu WH(GOPMallMOHHONW O€30MaCHOCTH B COOTBETCTBHM C
YCTaHOBJICHHBIMU IIPOLIEAYPAMHU B 00JIaCTH YIPABIICHUS PUCKAMU;

— uHpopMHpOBaHHE, OOy4YeHHE U TOBBbIIEHHE KBaIM(pukauuu paboTHukoB Jlumelr B cdepe
MH(OPMAaIMOHHOM 0€30MacHOCTH;

— MeToJuYecKas IOMOIlb pabOTHUKaM B Bompocax oOecrieueHust HHPOpMallMOHHOW 6€3011acHOCTH;

— aHaJM3 ¥ MOUCK BO3MOXKHOCTEH 110 MOBBIIICHUIO YPOBHS 3alIUIIEHHOCTH HHPOPMAIIIH.

Jns opranuzanuu 3amuThl uUHGopManuu, Jlumeil BrpaBe NpPUMEHSATh CPEACTBA M METOJbI
TEXHUYECKON 3allluThl, MPEANPUHUMATH APYrue, He MPOTHUBOpEUaIlne 3aKOHOIATeNbCTBY Poccuiickoit
®denepannn, MEpHI.

B pamkax obecriedenust 3amuThl UH(pOpMAMU, B paMKaxX TPYIOBBIX OTHOIICHUH HEOOXOAUMO
O3HAaKOMHTH IIOJI POCIHUCH PAOOTHUKOB, NOCTYH KOTOPBIX K HH(OpPMAllMM OrpaHUYEHHOIO JOCTYIIa,
HEOOXOUM ISl BBIMIOJIHEHUSI MMM CBOMX JOJDKHOCTHBIX OOsI3aHHOCTEH, C TMepeyHeM HH(OpMAaIiH
OTPaHUYEHHOTO JIOCTYIa, U MPUHATHIMU B JIutiel Mepamu 3amuThl HHGOPMAIIIH.

4.8. Oco0eHHOCTH 3aIMTHI MEPCOHATBHBIX TAHHBIX

[Tpu opranuzanuu oOpadoTku B JIuiiel nepcoHaIbHBIX JAaHHBIX HEOOXOJUMO PYKOBOJCTBOBATHCS
TpeboBanusiMu DenepanbHoro 3akoHa oT 27.07.2006 Ne 152-03 «O nepcoHaNbHBIX JaHHBIX).

[TepeueHs Mep, BBIIOTHEHHE KOTOPBIX oOecrieunBaeT Jlueil B kauecTBe onepaTopa nepcoHaibHbIX
JAHHBIX, TOJHKECH BKIIIOYATh!

— Ha3HauyeHue B JIuiee OTBETCTBEHHOTO 332 OpraHU3aIuio 00padOTKU NMEPCOHABHBIX TaHHBIX;
— pa3paboTKy JOKYMEHTOB, OIPEEIIAIONINX TPaBUiIa B OTHOIIEHNH 00pa0OTKH NMEPCOHATbHBIX JaHHBIX B
Jlune#t, JTOKAJIBHBIX aKTOB TI0 BOIPOCcaM 00pabOTKH MEPCOHATBHBIX JaHHBIX |
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— TMPUMEHEHHE OPTaHW3AIMOHHBIX U TEXHUYECKUX MEp M0 00eCIeueHUI0 Oe30MacHOCTH MEePCOHATBHBIX
JAHHBIX B COOTBETCTBHHM CcO cTathei 19 DenepanpHoro 3akona ot 27.07.2006 Ne 152-®3
«O TmepCOHANBHBIX JAHHBIXY;

— BBINIOJIHEHUE TPeOOBAaHUM IO COCTaBYy U COACPKAHUIO OPraHU3ALMOHHBIX M TEXHUYECKUX MEp IO
o0ecrniedeHnto 6€30MacHOCTH MePCOHANBHBIX JaHHBIX TPHU UX 00paboTKe B UH(POPMALIMOHHBIX CUCTEMAX
MEePCOHANBHBIX JaHHBIX yTBepKAEHHBIX [Ipukasom @DCTIK Poccum ot 18.02.2013 Ne 21
«O0 yTBEepXJECHUU COCTaBa U COAEPIKAHUS OPraHU3ALMOHHBIX U TEXHUUYECKUX Mep MO 00eCleyeHHUI0
0€30MacHOCTH TEPCOHAIBHBIX JaHHBIX MpU WX 00paboTke B HHMDOPMAIMOHHBIX CHCTEMAax
MIEPCOHANBHBIX TAHHBIX;

— OIICHKY Bpe€la, KOTOPBI MOXET OBITh TNPHYMHEH CyOBEKTaM MEPCOHANBHBIX JTaHHBIX
B ciydae HapymeHus DegepanpHoro 3akona Ne 152-®3, cooTHOIIEHHE YKa3aHHOTO Bpeaa
U TMPUHUMAEMbIX OIEpPaToOpoM Mep, HAMpaBICHHBIX Ha OOECIeueHUE BBIMOIHEHHS OOS3aHHOCTEH,
npenycMoTpeHHbix denepanbHbiM 3akoHOM Ne 152-D3;

— O3HaKOMJICHHE pabOTHUKOB JluIies, HEMOCPEACTBEHHO OCYHIECTBIISIOMUX 00pabOTKY MEepCOHATbHBIX
JAHHBIX, C TOJOXKEHUSIMH 3aKOHOaTeNnbecTBa Poccuiickoit denepannu o nepcoHalIbHBIX JaHHBIX, B TOM
qrclie TPeOOBAHMSIMHY K 3aIUTE IEPCOHAIBHBIX JaHHBIX, TOKYMEHTAMH, OMPEACISIONINME TPEOOBAHUS
JIuieii B OTHOIIIEHUH 00PaOOTKH MEPCOHANBHBIX IAHHBIX U 00y4YeHHE, PU HEOOXOIMMOCTH, YKa3aHHBIX
pabOTHUKOB.

Obecnieuenne 0€30MaCHOCTH NEPCOHANBHBIX JAHHBIX JOCTUTACTCS, B YACTHOCTHU:

— OIpEACIICHUEM Yrpo3 M HapylIuTener 0e30MacHOCTH MEePCOHANBHBIX JIAHHBIX MPU UX 00pabOTKEe B
MH()OPMAMOHHBIX CHCTEMaX MEePCOHATBHBIX JTAHHBIX;

— ONpeJesieHHEeM YPOBHS 3alIMIIEHHOCTH MEPCOHANBHBIX TaHHBIX B COOTBETCTBUU C TPEOOBAHUSIMU
[TocranoBnenust [IpaButennbctBa Poccuiickoit ®enepaunu ot 01.11.2012 Ne 1119 «O6 yTBepKAeHUH
TpeOOBaHUH K 3alIUTE TEPCOHAIBHBIX JAHHBIX MPH UX 00paboTKe B MH(DOPMAIMOHHBIX CHCTEMAax
MIEPCOHANBHBIX TAHHBIX»;

— MPUMCHCHHEM MPOIISIIINX B YCTAHOBJICHHOM IOPSIKE TPOIEAYPY OIEHKH COOTBETCTBHUSI CPEICTB
3anuThl HH(pOpMaIuy;

— OIEeHKOM 3((EeKTUBHOCTH MNPUHUMAEMBIX MEp IO 3allUTe MEPCOHANbHBIX JaHHBIX JO BBOJAA
B IKCILTyaTaIuio HHPOPMAITMOHHON CUCTEMBI TIEPCOHALHBIX JAHHBIX

— BOCCTAHOBJIEHHEM MEPCOHANBHBIX JAHHBIX, BCIEJCTBHUE MOJYYECHUS HECAHKITMOHUPOBAHHOTO TOCTYTA K
HUM;

— YCTaHOBJICHHEM TIPaBUI JOCTyTIa K MIEPCOHATBHBIM JTAaHHBIM, o0pabaTeIBacMbIM
B WH(OPMAIMOHHBIX CHCTEMaxX IePCOHAIBHBIX JaHHBIX, a TaKKe OOECIEYCHHEM PETUCTPAINH
M ydeTa BceX ICMCTBHIA, COBEPIIAEMBIX C MEPCOHATHHBIMU JAaHHBIMU B MH(POPMAIIMOHHBIX CHCTEMaX
MEPCOHAITBHBIX JJAHHBIX;

— KOHTpOJIEM 32 MPUHUMAEMBIMU MEpaMH MO 3allUTe MEPCOHANBHBIX JaHHBIX U ONPEAECIEHHOTO YPOBHS
3alUIICHHOCTH  MH(POPMAIIMOHHBIX  CHUCTeMax  MEepPCOHANbHBIX  JaHHBIX B  IIpoIEecce
€€ IKCIUTyaTallHH.

5 OCHOBHBIE TPEBOBAHUSA K ITPOHECCAM OBECIIEYEHU A
WH®OPMAIIMOHHOM BE3OITACHOCTH

MeTtoauueckoe pPyKOBOJCTBO, pa3pabOTKy peHIeHWH MO 3ammTe WHQOPMAIMH, COTIIACOBaHHE
BBIOOpA CPEJICTB BHIYUCITUTEIHHON TEXHUKU, TPOTPAMMHBIX U TPOTPaAaMMHO-AIIAPATHBIX CPECTB 3alUThI
nH(pOpMAaILIUY, OPTAaHU3AIMIO PAOOT O BBISIBICHHIO BO3MOKHOCTEH U MTPEIYPEkKACHUIO YTEUKU U CBOMCTB
3amuIaeMon MHGOpMaIuu, aTTecTaluio OOBEKTOB MH(POPMATHU3AIUU OCYIIECTBISIOT KOMIETEHTHBIE
corpyanuku Jlunes.

5.1. ®u3nuyeckas 6e30MaACHOCTD

[IpuHsTHIE OpraHU3allMOHHBIE U TEXHUYECKHUE MEPHI 10 3aliuTe noMeuieHui Jlnmnes, ceppepHoro u
KOMMYTallUOHHOTO ~ 00OpYZOBaHMS,  aBTOMATH3UPOBAHHBIX  pabouMx  MecT  MOJIb30BaTelen
nH(OpMaMOHHBIX cucTeM Jluiies 00ecreunBaroT peaTn3aliio CIeYIONUX Mep T0:

— pa3TpaHUYEHUIO JIOCTyMa paOOTHUKOB B MomerieHus JIUIeil B COOTBETCTBUM C MX MOJTHOMOYHUSMU H
JIOJKHOCTHBEIMH 00S3aHHOCTSIMH;
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— peructpanuu GakToB BX0oAa paOOTHUKOB B MIOMEMICHUS B KOTOPHIX BeleTcs 00paboTKa mepcoHaTbHBIX
JAHHBIX;

— KOHTPOJHPYEMOMY MpeObIBAHUIO MOCTOPOHHHUX JUI B Jluiel B MOMeHIeHUs, B KOTOPBIX BEAETCS
o0paboTka wuH(pOpMAIMM OTrPAHMYCHHOTO JOCTyHNa ¥  pPa3MEUICHBl amlapaTHble CpeICcTBa
MH(OPMALIMOHHON CUCTEMBI,

— OpraHu3alyuu peXuMa KOHTPOIUPYEMOTO BHOCA/BBIHOCA CPEICTB 00pabOTKH MHPOPMAIUH.

[Tomemenus Jlunest 1OMMKHBI OBITH OOOPYAOBAHBI IETEKTOPAMU OTHS U JbIMA, OTHETYIIUTEIISIMH,
CUCTeMaMU KOHIUIIMOHUPOBAHUS BO3lyXa, CPEICTBAMU OXPAaHHO-TI0KaPHOW CUTHAIU3AIINH.

OcHOBHOE cepBEpHOE M KOMMYTAIIMOHHOE 000pynoBanue Jlures 3aumieHo oT nepedoes B ojgaue
ANIEKTPOIHEPIUU TMyTEM MOAKIIOYEHUS K JJIEKTPOCETH C NPUMEHEHHWEM MCTOYHUKOB OecrepeboiHOoro
NUTaHUS M PE3EPBHOTO Ju3eib-reHeparopa. VcTounuku OecriepeOOHHOr0 NHUTAaHUS HEOOXOIMMO
PEryJIIpHO TECTUPOBATH U IMPOBEPATH YIOJIHOMOUYEHHBIM paboTHUKaM Jluies B COOTBETCTBUU C
PEKOMEHIALUSIMH TTPOU3BOAUTEIIS.

[TopTaTBHBIE TEXHUYECKUE CPEICTBA HE JOJKHBI OCTABATHCSA 3a IMpeAeliaMH KOHTPOIUPYEMOi
30HbI JIuIeit 6e3 KOHTPOIIS CO CTOPOHBI PAOOTHUKOB JIUIIEH.

5.2. be3onacHoCcTh HA padoyeM MecTe

3ampemiaeTcss BECTH 3alWCh MMapojiied B OTKPHITOM BUAEC HAa MaTepHaJbHBIX HOCHUTEIS,
3a UCKIIIOUYEHUEM CITy4aeB, PErIaMEHTUPOBAHHBIX METO/IOB XPaHEHHUSI.

JIoKyMeHTBI W HOcUTenu ¢ uH(pOpManumeil OrpaHWYeHHOTO [OCTyNa IOJDKHBI yOUpaThes
B omnedarbiBaeMble Mecta (ceddbl, mkapel W T.O1.), OpU yxoue ¢ pabodyero MecTa.
Ha aBTomaTtm3upoBanHoMm pabodem mecte Ilomp3oBarens pabGouast ceccusi NOJDKHA OBITH HpEpBaHa,
pabouwii cton 3a0o0kupoBaH. Bxoa monp3oBaresst B CHCTEMY HE JOJDKEH BBIOIHATHCS aBTOMATUYECKHU.

JIOKyMeHTBI, cojieprkaipe HHPOPMAIIUI0 OTPAHUICHHOTO JOCTYIIA, JOJDKHBI Cpa3y M3bIMAThC U3
MeYaTauX YCTPOHCTB. s yTunuzanun KoH(QUIEHIIUAIbHBIX JOKYMEHTOB, TOJKHBI UCIIOIB30BaTHCS
YHUYTOXXHUTEIH JIOKYyMEHTOB HE HWXKE 4 YpOBHS IO CTaHAApTy OE30MacHOCTH, IMPHUMEHSEMOMY K
YHUUYTOXKUTENSIM JOKYMEHTOB.

[Ipy  ucnonb30BaHUM  MOOWIIBHBIX  TEXHHUECKHUX  CPEACTB  HEOOXOAMMO  COOJII0JIaTh
JIOTIOJTHUTEIBHBIE MEPBI 110 PErIaMEeHTAllMU U KOHTPOJIO MCIOJIb30BaHUS B MH(POPMAIIMOHHON cHCTeMe
MOOMIJIBHBIX TEXHHUYECKUX CPEICTB.

Haxoxnenue mnpencraBuTeneil MOPUIMYECKUX JIMII B paMKax MCIOJHEHUS JIOTOBOPHBIX
0053aTE€NBCTB B NOMEIIEHUSAX B KOTOPBIX Benercss o0paboTka MH(OpMalUK OTrpaHUYEHHOIrO JOCTYIa
MH(GOPMALMOHHOM CUCTEMbI, BO3MOXHO TOJIBKO B CONMPOBOXKJEHHHM paboTHHKA JIuies 1omyIeHHoro 10
00paboTKu Takoi HH(OpPMaLIKH.

Pa3merienne TeXHUUECKUX CPEICTB BbIBOAA MH(OpMAIK B oMeleHusX JIumes npousBoaurcs ¢
YYETOM HUCKJIFOUEHHUS BO3MOXHOCTH BH3YaJIbHOTO MPOCMOTpa WH(POPMAIMK MOCTOPOHHUMH JUIAMU U
paOOTHHKaMH, HE IOMYIIEHHBIM K paboTe ¢ JaHHOM MH(opMaIuei.

TexHUYECKHE CPENCTBA JOJDKHBI pa3MemaTbcs M XPAHUTHCS TaKUM 00pa3oM, YTOOBI COKPATHThH
BO3MOYKHBIN PUCK OBPEXKACHUS U YTPO3bl HECAHKIIMOHUPOBAHHOTI'O JIOCTYTIA.

5.3. Texunueckoe o0cTy:KMBaHHE 000PYT10BAHHUS

Texnuueckue cpeacrtsa Jlumes AOWKHBI MPOXOAWTH HA PETYISPHOM OCHOBE CEPBHCHOE
00CITy’)KUBaHHE B COOTBETCTBUH C PEKOMEH/IAIIUSIMH ITPOU3BOIUTENCH 000pyI0BAHNSI.

PemMoHT u cepBucHOoe 0OciayxkHuBaHHE OOOpPYIOBAaHUS JOJDKHBI  BBIMOJHATHCS — TOJIBKO
KBaJTM(UIIMPOBAHHBIMU CTIEIHAIACTAMH.

TexHuueckoe o6caykuBaHne 000pyI0BaHUSI CTOPOHHUMH OPTaHU3aLUsAMHU HE J0JKHO IPUBOINUTH
K PUCKY HapyIICHUS KOHPHUICHIINATFHOCTH 3aIlUIIaeMol HHPOPMAIINH.

5.4. BaumogeiicTBue ¢ TpeTbUMH JIHIIAMH

B memsax obOecneuenust wHGOpMaIMoOHHOW Oe3omacHocTH Jluiles mnpu  B3auMOICHCTBUUN
C TPETbUMHU JIUI[AMHU JOJDKHO BBIIOJIHATH CIEAYIOIINE MEPOIIPUSTHUS TO:

— 3aKIIIOYCHHUIO COTJIAIICHHS] O HepasIrJIalleHnd WH(GOpPMAIMA OTPaHUYEHHOTO JIOCTYIA TOJTYYeHHOUW B
XO0JI€ UCTIOJTHEHUS IOTOBOPHBIX 0053aTENbCTB,;

— OCYILIECTBJICHHIO KOHTpPOJII 3@ JCHCTBUSMHU IpEACTaBUTENeH KOHTPareHTOB B  IpeJenax
KOHTPOJINPYEMOH 30HBI JInnen.
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5.5. YnpasieHue ;KH3HEHHBIM LUKJIOM HHPOPMALMOHHBIX CHCTEM

MeponpusTus B nporecce )KU3HEHHOI0 IUKJIa HHPOPMALMOHHBIX cucTeM JIuneil NomKHbI ObITh
HampaBiIeHbl Ha oOOeCHeYeHHe 3amuThl HHQOpMAmuu 0Opu BBOJAE B JACHCTBUE, OKCIUTyaTallHH,
COIIPOBOXACHUH U MOJIEPHU3ALUH, BBIBOJA U3 SKCILIyaTaLluH.

OcHoBanmneM npu pazpaboTke WHPOPMAIMOHHBIX CHCTEM JOJDKHBI SBISTHCS PELICHUS MPUHATHIC
Ha craguu (opMupoBaHus TpeOOBaHUM, cozepkalye TPeOOBaHUS B TOM 4YUCIE IO CUCTEME 3alUThI
uHpOpMaLnu.

JIroboe maHupyemMoe K BHEAPEHHMIO M3MEHEHHE MH()OPMAIMOHHOM CHCTEMBbl MpEABAPUTEIBHO
JOJDKHO OBITH MPOAHATU3UPOBAHO HA COBMECTHMMOCTb M OTCYTCTBHE HAapyLICHHH pabOTOCIOCOOHOCTH
CHCTEMHBIX KOMIIOHEHTOB B TOM YHCJIE€ CPEJCTB 3aLUTh MH()OPMAIIH.

PaboTe! mo MosiepHU3aui HHPOPMALIMOHHON CHCTEMBI, B TOM YHCJIE TI0 YCTAaHOBKE IIPOrPAMMHOTO
obecriedeHrss 1 OOHOBJICHUH, JOJDKHBI IPOBOIUTHCS B HEpabodee BpeMs UM BpeMs HauMeHblel padoueit
Harpys3kKu.

[Ipu BBIBOAE U3 OKCIUIyaTalud HMH()OPMALMOHHBIX CHUCTEM JOJDKHO 00ecred4uBaThCs
rapaHTHpPOBaHHOE ynaneHue oOpabaTbiBaeMOl M XpaHUMOM B HHUX WH(POPMALUU C HCIOJIH30BAHUEM
CPEACTB TapaHTUPOBAHHOIO YHMUYTOXKEHUS HMHGOPMALMU MM IyTeM (PU3MUECKOro YHUYTOXKEHUS
HOCHUTENeH nHpOpMAaITIH.

Bce nmpouemypsl  obecrieueHuss — 3amMThl  MH(pOpMalMM, yCTaHOBJIEHHble B  Jluiee
B OTHOIICHUH MH(POPMALMOHHBIX CHCTEM, JOJDKHBI BBIIOIHATHCS U KOHTPOJIUPOBATHCS OTBETCTBEHHBIMHU
JMIIAMU 32 OpraHU3aluio padoT Mo 3aluTe HHPOPMaLUH.

5.6. KonTpoasb AocTyna Kk HH(GpOPMALHOHHBIM CHCTEMaM

Bce pabGorHuku Jlunes, JomyuieHHble K paboTe ¢ MHPOPMALMOHHBIMU CHCTEMaMHM HECYT
[IEPCOHANIbHYIO OTBETCTBEHHOCTh 32 HAPYILLEHUS! YCTaHOBJIEHHOI'O OpsiKa 00paboTKH HHPOpMALUH.

VYpoBeHb NOJIHOMOYUH M10JIb30BaTENs B MHPOPMALMOHHON cucteMe JInies JoKeH OnpeaeisaThes
B COOTBETCTBUU C €r0 JOJKHOCTHBIMH 00SI3aHHOCTSIMHU.

Joctyn nonb3oBareneid K HH(GOpPMaUMOHHBIM cucTeMaM Jluies JOKeH KOHTPOJIMPOBATHCS
aJIMMHHUCTPATOPOM MH(POPMAITMOHHON CUCTEMBI.

OcyluecTBiIeHHE PETYJSIPHOTO KOHTPOJISI BBINOJIHEHHS OPraHU3allMOHHO-PACIIOPSAUTEIbHBIX
JOKYMEHTOB, KaCaIOIIMXCs perjaMeHTAIH J0NycKa paOoTHIKOB JIumes kK nH(GOPMAIMOHHBIM CHCTEMAM.
5.7. UnenTukauus u ayrTeHTu(PpUKaus

Joctyn nonb3oBareneil K ”HPOPMAIIMOHHBIM CUCTEMaM JOJKEH MPEJOCTaBIATHCS TOJIBKO IMOCIIE
YCIIEIIHOTO 3aBepIIeHUs HIeHTH(PUKALINY, ayTeHTUDUKALIH.

[TonmyueHue mosib30BaTeeM HUMEHHM B HMHQOPMAIMOHHOM CHCTEME€ M Mapoiisi, KOTOpbIe
o0ecreynBaoT JOCTYNl K MH(MOPMALMOHHOW CHUCTEME, JOJDKHO OCYIIECTBIATHCA IO TPEICTaBICHUIO
pykoBoaurens Jlunes.

5.8. YnpaBieHue 10CTynoM

B Jlunee n0MKHO OCYIIECTBISATHCS YIPaBICHUE JOCTYNIOM K HWH(OPMAlMOHHOM cHUCTEME
MOCPEJICTBOM peaM3allid HEOOXOJUMBIX METO/A0B, TUIOB U TMpaBWJ pa3rpaHUYEHUs JIOCTyIa
MOJIh30BaTeNsIM WH(MOpPMAITMOHHOM cucTeMbl JIuies. B ToM yrciie obecrnedeH 3amuieHHbIN yaaneHHbIA
JOCTYH  CYOBEKTOB  JIOCTynma K OOBEKTaM JOCTyla 4epe3  BHEIIHHE  HH()OPMAIMOHHO-
TEJIEKOMMYHUKALIMOHHBIE CETH.

5.9. Be3onacHocTh NpH padoTe ¢ HOCUTEJSIMH HHGOPMaALIUU

PaGorHuku Jlunes AOMKHBI KCIIOJIB30BATh TOJBKO YYTEHHBIE ChEMHBIE MAalllMHHBIE HOCHUTEIU
uHbOpMalMK JUIS BBIIOJHEHUS CBOUX JIOJDKHOCTHBIX 0Osi3aHHOCTEeH. Vlcronb3oBaHHE CHEMHBIX
MAalIMHHBIX HOCUTeNeH nHpopmaiuu B Jluiiee B MHBIX LENSX CTPOro 3alpelieHo.

CpemHbIE MalIMHHbIE HOCUTENIH MH(OpPMAIMK JODKHBI XPAHUTCS B ONEYAThIBAEMBIX IMIKadax, B
MOMEILEHUAX B KOTOPBIX MPeycCMOTpeHa 00paboTka nH(GOpMaLy OTPaHUYEHHOTO JJOCTYIIA.

B cnyyae kpaku WM MOTEpU CHEMHOTO MAIIMHHOTO HOCHUTENS MH(DOPMAIUH, a TaKKe HMHBIX
MHIUACHTOB, KOTOPbIE MOTYT MPHUBECTH K HAPYIICHHUIO CBOMCTB MH(OpPMAaLMK OTPaHUMYEHHOTO JOCTYTIA,
JIOJKHBI TIPOBOJIUTHCS MEPOIIPUSTHS IO PACCIIEJOBAHHUIO TAKUX UHIUIECHTOB.



15

[Ipu BBIBOZE M3 SKCIUTyaTalldd ChEMHOTO MAIIMHHOTO HOCHUTENS WH(pOpMaluu, BCEe JAHHBIE,
XPpaHsIIUECs Ha HEM, 10JIKHBI ObITh Y/aJIE€HbI ONIPEIeIEHHON KOMUCCHEHN U3 YKciia paOOTHUKOB, CPECTBOM
rapaHTHPOBAHHOT'O YHUYTOKEHHS HH(OPMAITHH.

@DaKT yHUUTOKEHHSI HHPOPMALMU HA ChbeMHOM MALIMHHOM HOCHUTENEe HH(pOpMALUU (PUKCUPYETCs
B aKTe 00 YHUYTOXEHUU HH(POPMAITH CO ChEMHOTO MAITMHHOTO HOCHUTEIS WH(POPMAIIHH.

5.10. PerucTpanus coobITHIA

B Jlumee oCyIIECTBISATHCS pPETUCTpanusi COOBITUH OE30MacHOCTH HAa BCEX KOMITOHEHTAX
MHGOPMALMOHHBIX crcTeM Jlules, B KOTOpbIX oOpabaTbiBaeTcs 3aluiiaeMas HHGpopMaus.

5.11. AHTHBHpYCHAasI 3a1IUTA

B nensix oOHapyxeHUsl U yCTpaHEHUs! BPEJOHOCHBIX ITporpamm B Jluiiee ncnosb3yroTces cpecTBa
AHTUBUPYCHOM 3aIUTHI HH(POPMAIIHH.

O0s13aTebHOMY KOHTPOJIIO CPEICTBOM aHTUBUPYCHOM 3alUThI MHPOPMALIUU JOJDKHA MOJUIekKaTh
mob6as uHopmarus (TekcToBble (aiiinbl TH0ObIX (GopMaToB, (ailibl NTaHHBIX, HCIOIHSEMBbIE (HAIIbI),
nojlyyaemasi M IepejaBaeMasl IO JIOKAJIbHOM BBIYMCINUTEIBHOW CETH B TOM YHCIE U CETAM O00ILero
MOJIb30BaHMUSA, @ TaKXKe UH(OpMAIIHS, XpaHUMAasi Ha CheMHBIX MAITMHHBIX HOCUTEISX UH(OPMAIIHH.

ITpu ycraHOBKE mpOrpaMMHOro OOecledeHus: UM ero OOHOBJIEHHs Ha CEBEpPHOE 00OpYIOBaHUE
aBTOMATHYECKH BBITOJIHACTCS TPEIBAapPUTENbHAS TPOBEPKA JAHHOTO MPOTPAMMHOTO OOEeCTieYeHHs Ha
OTCYTCTBHE BPEAOHOCHOT'O ITPOrPaMMHOI0 00eCieueHHs..

OOHoBiieHNEe 0a3 CUTHATYp Ul CPEACTBAa aHTHBHPYCHOW 3aImIMTHl MH(OpMAIMK OOHOBISIOTCS
€)KEHEBHO.

[Tonb3oBarenu 6e€3 mpaB aAMHHHMCTpaTOpa HH(POPMAIMOHHOM cucTeMbl Jlules He HMEIT
BO3MOYKHOCTh IOJIy4EHMsI JOCTyNa K KOH(QUIypalMd AaHTUBUPYCHOTO CpEJCTBA 3aLIUThl WIH €ro
OTKJIFOUEHUSI.

5.12. KoHTPOJIb 3a1IIMIIIEHHOCTH MEPCOHATBHBIX JAHHBIX

B umensx wuckimoyeHHs SKCIUTyaTalldd yS3BUMOCTEW IporpaMMHOro obecrneuenuss B Jlunee
IPOBOJATCS  paOOThl IO  BBIABIECHUIO, aHAINW3Y YSA3BUMOCTEH  HMH(OPMAIMOHHOW  CHCTEMbI
U ONEpPaTUBHOE YCTPAaHEHHE BHOBb BBIABICHHBIX YSI3BUMOCTEl. B ToMm uucie opraHuzanuss KOHTPOJIS
YCTaHOBKHM OOHOBJIEHUS POrPaMMHOI0 00€CIIeYeHUs BKIII0Yask CPEACTB 3alUThl MH)OPMAIUH.

5.13. Ucnosb30BaHuEe MPOrPAMMHOI0 o0ecrevyeHust

Bei0op mporpammHoro otecneueHust A NPOU3BOACTBEHHBIX HYXJ Jlumes mpousBoauTcs B
IIPUOPUTETE K OTEUECTBEHHOMY, BHECEHHOTO B EJMHBIN peecTp pocCUHCKUX POrpaMM ISl SJIEKTPOHHBIX
BBIUMCIIMTENIbHBIX MAIllMH U 0a3 JaHHbIX. B ciydae oTcyrcTBus aHanora B EanHOM peectpe poccuilckux
IIpOrpaMM JJisi 3JIEKTPOHHBIX BBIYUCIUTEIBHBIX MAaIlIMH M 0a3 JaHHBIX JOIYCKaeTCsl HCIOJIb30BaTh
IIPOrpaMMHOr0 obecreueHue UMIOPTHOTO MMPOU3BOICTBA.

5.14. Ucnosib30BaHme cpecTB KpUNTOrpaguyeckoii 3auuThbl HHGopMauuu

Obecneuenne 3amuThl UHPOPMALMU OTPAHUYEHHOTO AOCTYMa OT PACKPBITHs, MOAUDUKALUU
W HaBs3bIBaHUS (BBOJA JIOKHOM wuWHQOpMmanuu) mTpu ee mnepenade (MOATOTOBKE K Iepeaaye)
10 KaHaJlaM CBSI3U, HUMEIOIIMM BBIXO/] 3a MIPeeIibl KOHTPOJIUPYEMOM 30HbI 00ecieunBaeTcsi IPUMEHEHUEM
CpencTB KpunTorpaduyecKon 3amuThl HHGOPMAITHH.

[TproOperenue cpeacts kpunrtorpadpudeckoil 3amutel nHGopMaruu Jlumes ocymecTBiseTcss Ha
OCHOBaHUU JIOTOBOPOB M KOHTPAKTOB C JIUIAMH HMeoIUMU JeicTByromyto gunensuio ®Ch Poccun Ha
OCYILECTBIICHHE JAESITEIbHOCTH IO pa3pabdOTKe, MPOU3BOACTBY, PACIPOCTPAHEHHIO HIM(PPOBAIBHBIX
(xpunrorpauyeckux) CpeacTB, HHMOPMAIMOHHBIX CHUCTEM U TEJIEKOMMYHHMKAI[MOHHBIX CHUCTEM,
3alUIIEHHBIX C UCHOJIb30BAHUEM HIM(PPOBATBHBIX (KPUNTOrpaUIEecKUX) CPEACTB, BHITOJTHEHUIO PadoT,
OKa3aHUI0 YCIyT B 00jacTH mudpoBaHus HHGOPMAIUU, TEXHUYECKOMY 00CTYKUBAHUIO IU(POBATBHBIX
(xpunTorpaM4ecKux) CpencTB, HHPOPMALMOHHBIX CHUCTEM M TEIEKOMMYHUKAIMOHHBIX CHCTEM,
3alUIICHHBIX C UCIOJb30BaHUEM HIM(PPOBATIBHBIX (KpUNTOrpaduyecKux) CpeicTB (3a HCKIIOYEHHEM
cllyyasi, €ClIM TEXHHYECKOe OOCIyXHBaHUE IU(PPOBAIBHBIX (KPUOTOrpapHUUECcKUX) CpEACTB,
MH(OPMALIMOHHBIX CHCTEM M TEJIEKOMMYHUKAIIMOHHBIX CHCTEM, 3alUIIEHHBIX C MCIOIb30BAaHHEM
U pOBaATBHBIX (KPUOTOrpaPHUECKUX) CPEICTB, OCYIIECTBISIETCS JUIsl 00eCcTIedeHNs COOCTBEHHBIX HYX[
FOPUTAYECKOTO JIUIIA).
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B nmemax opranmzanuu M oOecrieuyeHMM Tepeqayd  HMH(QOpPMaluu 10 KaHajlaM  CBS3U
C HCIOJb30BAaHUEM CPEACTB KpHUNTOrpaduyeckol 3amuThl HHQOpPMAlMHM, a TaKKe BBIMOIHEHUS
muneH3noHHbiX TpeboBanuit ®Ch Poccun B Jlunee mommkeH OBITh CO3[aH OpraH KpUITOrpaduuecKoi
3aIUTHI.

[Topranbubie pemenus Jnies ¢ BO3MOKHOCTBIO IOCTYIIA C ceTell 00IIero Moab30BaHuUs JOJDKHBI B
MIPUOPUTETE pa3pabaThIBaThCS C OpraHM3allMel 3allUIeHHOro KaHajla MOCPeACTBOM MpoTokoia TLS c
noanepxkkoit anroputmos 'OCT 34.10.

5.15. Ucnosib30BaHMe 3J1€KTPOHHOM MOYTHI

DJEeKTpOHHAasl IMouYTa MCHONb3yeTcs B Jluiee ¢ Henbl0 OpraHu3alud OOMeHa 3IIEKTPOHHBIMHU
COOOIICHUSMU MEXKy PAaOOTHHKAMHU U CyObeKTaMu HH(OPMAITMOHHOM 0€3011aCHOCTH.

IIpu ucnoyIb30BaHUM IIEKTPOHHOM IIOYTHI 3aIIPEIACTCS:

— 00mMeH uHopMaruei 11s CrykeOHOTO0 MMOJIb30BaHMUsl, @ TAK)Ke MHPOpMAIHe OrpaHUYEeHHOTO JOCTYIIa;

— MPENOCTABICHUE AOCTyIA K 3JIEKTPOHHOM IIOYTE C MCIOJIb30BAHUEM JAHHBIX CBOEH YYETHOW 3aIlCU
TPETHUM JIMLIAM;

— mnyOJauKamusi CBOEro CiIy)XeOHOro ajapeca JJIEKTPOHHOM TOYThl B D3JEKTPOHHBIX Karajorax,
Ha MOMCKOBBIX MalllMHAX M JAPYTUX pecypcax ceTu VHTepHeT B 1ensix, He CBA3aHHBIX C UCIOJHEHHEM
CBOMX JOJDKHOCTHBIX 00sI3aHHOCTEH;

— MOAMUCKA TO DJJICKTPOHHOM IMOYTE HA pa3lUYHbIE pPEKJIAMHbIE MAaTepUalbl, JIUCTHI PACCHUIKHU,
ANEKTPOHHBIE JKypHalbl M T.JA., HE CBS3aHHBIE C BBIIOJHEHUEM II0JIb30BATENEM JTOJKHOCTHBIX
00513aHHOCTEN;

— OTKpbITHE (3amlycK Ha  BblOJNHEHUE) (alIoB, TMONYYEHHBIX 1O  JJEKTPOHHOM  MoYTe
WK U3 pecypcoB cetu MHTepHeT, 63 mpenBapuTeNbHON TPOBEPKU UX aHTUBUPYCHBIM MPOTPAMMHBIM
o0ecrieyeHrneM.

5.16. PaboTa B ceTsiX 00111€r0 M0JIb30BAHUSA

JIuneit ocrasiser 3a co0o0il mpaBo OJOKUPOBATH UM OIPAHUYMBATH JOCTYIl pabOTHUKAM K CETSIM
CBSI3M OOILIETO MOJIb30BAHMSI, B TOM 4Hclie ceTH MHTepHeT, coep:kaHue KOTOPBIX HE UMEET OTHOILLIECHUS K
WCTIOJTHEHUIO JIOJDKHOCTHBIX OOSI3aHHOCTEH, a Takke K MH(POPMALMOHHBIM pecypcaM, COAEpKaHUE U
HAIPaBIEHHOCTh KOTOPBIX 3aIlpellieHbl 3aKOHOAaTenCTBOM Poccuiickoit denepanuu.

Nudopmanus o  mocemaembix  pabotHukamu — Jlumess  uHOOpPMAIMOHHBIX  PECYpCOB
IPOTOKOJIUPYETC s MOCHEAYIOIEro aHaliu3a M, IpU HEeOOXOIMMOCTH, MOKET OBITh IpeJCcTaBlieHa
PYKOBOJUTENSM CTPYKTYPHBIX MOJIpa3/iesIeHnH, a TakKe PyKOBOAUTENO JIuiies /uist KOHTPOJIS.

ITpu ncnionb3oBanuu cety MIHTEpHET 3anpenieHo:

— UCIIOJB30BaTh MPEIOCTaBICHHBIN JIneeM nocTyn B ceTb MIHTEpHET B JIMUHBIX LETAX;

— HCIIOJIb30BAaTh HECAHKIMOHWPOBAHHBIE MPOTpaMMHBIE M IPOTrpaMMHO-aNIapaTHbIE CPEICTBa,
MTO3BOJISIFOIINE MOJYYUTh HECAHKIIMOHUPOBAHHBIN 10CTYH K ceTh MHTepHeT;

— myOJIMKOBaTh, 3arpyXaTh U PaCIpOCTPAHIATh MaTepHalbl COAEpIKaIlNe HEJOCTOBEPHYIO MH(OpMAInio
o Jlunee, a Taxxke danscuduimposars cBoit IP-aapec.

5.17. Pe3epBHOE KONNMPOBAHNE M BOCCTAHOBJIEHHE JAHHBIX

Ocy1ecTBieHnEe Pe3epPBHOI0 KOMMPOBAHUS JIOJDKHO OCYILIECTBIIATHCS IS
— wuHpopmanuu obpabaTeiBaeMoll Ha (ailyloBOM cepBepe U cepBepe NPHIOKEHHH, WHPOPMALMOHHOM

CUCTEMBI,

— pabouux MecT aAMMHHCTPATOPOB HH()OPMALIMOHHON CUCTEMBI.

Yactota M pexUM pe3epBHOTO KONMPOBAHUS YCTAHABIMBAIOTCS TaKUM 00pa3oM, YTOObI
o0ecreynTh MUHUMAJIbHYIO MOTEPIO JaHHBIX U ONIEPaTUBHOE BOCCTAHOBIICHHE.

Hactpoiika pe3epBHOro KOMUPOBAaHUS M BOCCTAHOBIIEHUS PECYPCOB MH(DOPMAIIMOHHBIX CHUCTEM
Jluues AOKHBI IPOBOJUTD YIIOJHOMOYEHHBIE paOOTHUKY JIuiies.

PesepBHOoe  KomMpoBaHME  JIOJDKHO ~ OCYLIECTBISATHCS B~ aBTOMAaTUYECKOM  pEXHUME
C TPHUMEHEHUEM OTEUECTBEHHOIO CIIELUAIU3UPOBAHHOIO CPEJICTBA PE3EPBHOIO  KONHUPOBAHMS
C JIEHCTBYIOIIUM CepTU(PHUKATOM COOTBETCTBHUS MO TpeOoBaHUsAM OezomacHoctu uHpopMmanuun GCTIOK
Poccun.
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6 OCHOBHBIE TPEFOBAHUS K IIPOIIECCAM YIPABJEHUS UH®OPMAIIMOHHOM
BE3O0ITACHOCTbBIO

6.1. MoHUTOPUHT MH(pOPMALMOHHOH Oe30MacHOCTH

Ha nocrosiHHOM OCHOBE [OJKEH INPOBOAMTHCS KOMIUIEKCHBIH aHaIn3 (QYHKIUMOHUPOBAHMS
nHGOPMAMOHHOM cucTeMbl JIuIes u BO3HUKAIOIUX COOBITHI HH(OPMAIIMOHHON 0€30MacHOCTH.

[Tporiecc MOHMTOpMHIAa CUCTeMbl oOecredeHus HH()OPMAMOHHONW O€30MacHOCTH JOJKEH
BKJIIOYATh B ce0sl KOHTPOJb OPraHU3allMOHHBIX M TEXHUYECKUX MEp MO 3ammTe MHGOpMAINH, aHAJIH3
apaMeTpoB KOH(GUI'ypallui U HACTPOMKHU CPECTB 3aIUThl HHPOPMALIUH.

IIpy npoBeneHUM KOHTPOJBHBIX MEPONPHUATUH, CBA3AHHBIX C OLICGHKOM pealn3auuud Mep
1o 3amuTe nHdGopmanuu B Jlnunee, ynoaIHOMOUYEHHbIE pAOOTHUKH JOJIKHBI IPUACP)KUBATHCS CIEAYIOLINX
IIPUHIIMIIOB!

— He HapylaTh QYHKIMOHUPOBAHUE JesITeabHOCTH JInnes;

— JeICTBOBATh B COOTBETCTBUU C YTBEPKACHHBIMU OpraHU3a{MOHHO-PACIOPAAUTENbHBIMU TOKYMEHTAMU
JIuues no 3amure HHOPMAIHH;

— He CKpbIBaTh ()aKThl BBIABICHHBIX COOBITHI NH(pOPMALIMOHHON O€3011aCHOCTH;

— 0(OPMIIATH OTUETHI, TOATBEPKAAIOLINE BBIIOIHEHUE MEPOIIPUATHUH 110 3aIUTe HH(POPMALIHH.

Wudopmanus, moidydeHHas B  XOJ€  HPOBEIEHHS  KOHTPOJIMPYIOLUIMX  MEpONpPUATHHA
0 ICMCTBUSX, COOBITUSIX U TapaMeTpax, MMEIOIINX OTHOIIIEHHE K peaTU3alliy Mep 110 3aIlIuTe HHPOPMAIINY,
JOJDKHA ~ KOHCOJIMJUPOBAaTBCS M XpaHUTbCI B MECTax,  MCKIIOYAOIUX  MOJIY4YCHHE
K HEW HECaHKIIMOHUPOBAHHOI'O JOCTYTIIA.

MOHUTOPUHTI JaHHBIX O 3apPETUCTPUPOBAHHBIX COOBITUSAX HH(MOPMAIMOHHON O€30IacHOCTH
JOJDKEH TMPOBOJUTBHCS, MO BO3MOXKHOCTH, C HCIOJB30BAaHUEM CHUCTEMbl MOHUTOPUHIA HWHIIMJIEHTOB
MHGOPMALIMOHHON 0€30MaCHOCTH MJIM BCTPOEHHBIX MEXAaHU3MOB HACTPOHMKM M ayAuTa COOBITUH
B INPOrpaMMHBIX U HPOrpaMMHO-aNIapaTHBIX CpPEACTBAaX, MHCIOJIb3YEMbIX B HH(POPMAIIMOHHOU
uHopacTpykType Jlnnei.

6.2. YnpaBieHue puckamMmu

OmnpezneneHue BHYTpEHHMX TpeOOBaHUM IO 3aliuTe WHPOPMALUHU, JOJKHBI OCHOBBIBATHCS
Ha pe3yJibTaTax MPOBEACHUS aHAJIM3a pPHCKOB HApyIIEHUS OCHOBHBIX CBOMCTB 0€30mMacHOCTH
11 ”HPOPMALMOHHBIX pecypcoB Jlumes.

OcCHOBOH OLIEHKH PUCKOB JIOJKHA OBITH OLIEHKA YCJIOBMM M (akTOpOB, KOTOPBIE MOTYT CTaTh
IPUYMHON HapyIIEHUs LETOCTHOCTH, KOH(QHUIECHIMAILHOCTH W JOCTYMHOCTH JJs MH()OPMALMOHHBIX
pecypcos Jluues.

Pe3ynpTaToM mpoBeACHUs aHalIM3a PHUCKOB JIOJDKEH OBbITh pa3pabOTaHHBIM KOMIUIEKC Mep,
HaIpPaBJIEHHBIX HA CHUKEHHE BO3MO)KHOI'O HETaTUBHOTO BIIMSHUS HA OCHOBHYIO A€ATeIbHOCTD JIuiies rnpu
peanu3any TOM WM MHOW yrpo3bl 0e30macHOCTH MH(OpMAnMM M 00EeCleYMBAIOLUINX B JajbHEHIIEM
JIOCTaTOYHBIM YpOBEHb 3aIMILEHHOCTH HH(OPMAIIMOHHBIX cucTeM Jlnes.

6.3. YnpaBieHue HHIMIEHTaMH HHGOPMAaLMOHHOM 0€301aCHOCTH

Hnst obecnieuennst >PGEeKTUBHOTO pazpenieHuss HHIUACHTOB WHPOPMAIIMOHHON 0€3011acHOCTH B
JInnee, MUHMMH3AIMKM NIOTEPh M YMEHBUICHHS] PUCKA BO3HUKHOBEHMS IIOBTOPHBIX WHIIMJEHTOB JIOJIKHO
OCYILIECTBIIATHCS YIIpaBIeHUE HHIUACHTaMU HH(OPMAIIMOHHON O€30MacCHOCTH.

s ynpaieHus MHIMIACHTaMU WHGOPMAIMOHHOM 0e30MacHOCTH JAO0JKHA ObITh CO3/1aHa ciayx0a
MOHHMTOPHHIa ¥ pearnpoBaHMsl Ha WHUUIACHTHl MHPOPMAIIMOHHON 0€30IacHOCTH, KOTOpasi MOCPeICTBOM
KOMILJIEKCA CPEJICTB M MEPOIPUATUH 111 cOopa U KOHCONMUIAMU MHPOpPMAUU 00 MHIMIEHTaX peIlaeT
JaHHYIO0 3a7ady. B OTHOIIEHMM Ka)KIOro NpPOM3O0IIEINIET0 HHIMACHTAa pPa0OTHUKAMU U3 CIIYKOBI
MOHHUTOPHUHTA ¥ PearupoBaHuUs Ha MHIIUJCHTHI HH()OPMAIIMOHHON 6€30MacCHOCTH JI0JIKEH BBIIOJIHATHCS €r0
aHayu3, U pa3padorka 3p(PEeKTUBHBIX Mep pearupoBaHus Ha TaHHBIM HHIUICHT.

6.4. Ayaut cucrembl odecniedeHUus HHPOPMAIMOHHOI 0€30NIACHOCTH

B mensax omeHkH Tekymiero ypoBHs WHGOpMAIMOHHOW Oe3zomacHocTu Jluneld Ha perynisipHOn
OCHOBE JIOJDKEH MPOBOAMUTHCS ayAUT HHPOPMALMOHHOM 0€301acHOCTH.

BHyTpeHHue ayaAuThl TOJKHBI BBIMOIHATHCS paboTHHKaMu Jluneit. B uucino 3anay, pemaemMbIx npu
MPOBE/ICHUH BHYTPEHHHX ayAUTOB HH(OPMAIIMOHHON 0€30MacHOCTH, BXOJIAT:
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— cOop W aHanM3 MCXOAHBIX JAHHBIX OO0 OpraHU3alMOHHOW M (PYHKIMOHAIBHOM CTPYKTYpe
MH(QOPMAIIMOHHBIX CUCTEM, HEOOXOMMBIX ISl OLIEHKH COCTOSIHHS CHCTEMBI 3aIlUTHl HH(OPMAaIUH;

— aHaJU3 YTBEPXKICHHBIX OPraHU3aMOHHO-PACTIOPSAUTEIBHBIX TJOKYMEHTOB I10 3aIUTe HHPOPMAIIUN Ha
MPEeIMET UX MOJHOTHI ¥ 3P PEKTUBHOCTH, a TakkKe (OPMUPOBAHNE PEKOMEHAALNH 110 UX T0paOOTKE WIIH
pa3pabOTKM HOBBIX;

— oOocHoBaHue (PUHAHCOBOH 3(P(PEKTUBHOCTH BHOBH MMPHOOPETAEMBIX CPEJICTB 3AIIUTHI HHPOPMALINHY;

— TpOBEpKa MpPaBUIBHOCTH BBHIOOpPA W HACTPOWKM CPEACTB 3aIUTHl MH(pOpManuu, (OPMHPOBAHUE
MPEUIOKEHUI TI0 MCIOJIb30BAaHUIO MMEIOIIUXCSA CPEICTB 3alMThl MH(MOPMAIUN [UIS TOBBILICHUS
YPOBHS HaAE&KHOCTH U 0€30I1acHOCTH MH(POPMAIMOHHBIX cucTeM Jlumes;

— aHaNM3  OTYETOB IO  MPOU3OMICAIIMM  HMHUUACHTAM  HMH(POPMAIMOHHONH  0e30macHOCTH
Y TIPUHATHIM MEpaM IO UX Pa3pelIeHuIo.

6.5. IloBbINIeHHE OCBETOMJIEHHOCTH PA0OTHHKOB

B pamkax opraHM3anuy KOMIUIEKCHOTO IPOTHBOAEUCTBHUS yrpo3aMm 0e30macHOCTH WH(pOpMAIHH,

UCXOJAIIUM OT paOOTHHKOB Jluies MOJKHA IOCTOSIHHO TOBBIIIATHCS MX OCBEAOMIICHHOCTH B 00JIaCTH

3alIUThI UH(OPMAIIHH.

[ToBeIIIEHNE OCBEAOMIICHHOCTH paOOTHUKOB JIWIies ocyniecTBIseTCS:

— TI0 CYIIECTBYIOIIUM B JIuIiee opraHn3alnOHHO-PacIOPAUTEIbHBIM JOKYMEHTAM,;

— 10 mpUMeHseMbIM B Jluiee Mepam 3amuTsl HHPOpMaIuH;

— TI0 MIPaBUJIBHOMY HCIIOJIE30BAHUIO CPEJICTB 3alIUTHl HH)OpMALIUH.

7  3AKJIIOYEHUE

7.1. [Ipu u3MeHeHUU AEUCTBYIONIETO 3aKOHonarenbcTBa Poccuiickoit denepanuu B 00JaCTH 3aIIUTHI
nH(pOpMAaLINH, a TAKKE OPraHU3alMOHHO-PACTIOPAIUTENbHBIX JOKyMeHTOB Jlunes nacrosimas [lonutuka u
U3MEHEHHUs K HEeW NMPUMEHSIOTCA B 4acTH, HE MPOTHUBOpEYAIEHl BHOBb IMPUHATHIM 3aKOHOAATEIbHBIM U
VMHBIM HOPMATUBHBIM aKTaM, a TAKXKE BHYTPEHHHUM JIOKyMeHTaM Jluues.

7.2. Bce TpeboBaHHS, YCTaHOBJICHHBIC ICHCTBYIOIIUM 3aKOHOAATEIhCTBOM Poccuiickoit Deneparmu,
MOA3aKOHHBIMA ~ aKTaMM U JIOTOBOPHBIMM  OTHOIIEHMSIMHM, a  Takke noaxox  Jlumes
K OOECIIEYeHHIO COOTBETCTBUSI STHUM TpPEOOBAaHUSAM JOJDKHBI OBITH SIBHBIM 00pa3oM ONpeieiieHBI,
JOKYMEHTUPOBAHbBI U MOAJIEPKUBATHCA B AKTYyaJIbHOM COCTOSIHHUH.

7.3. JInuen B [IPUOPUTETHOM HAaIpPaBJICHUU JIOJKEH paccMaTpuBaThCs Iepexon
a TpPOrpaMMHOro oOOeCleYeHHe OTEYECTBEHHOIO0 MPOM3BOJIUTENS, BKIIOYEHHOTO B E€AMHBIM peecTp
POCCHUHCKHMX MpOrpaMM MJisi DJEKTPOHHBIX BBIYMCIUTENbHBIX MAallMH M 0a3 JaHHBIX. B Tom umcrne
[0 YaCTH CEPBEPHOr0, KOMMYTAI[MOHHOIO OO0OpYAOBaHHs U IPOrpaMMHO-AMMApaTHBIX CPEICTB
BKJIFOYEHHBIX B EMHBIN peecTp pOoCCUICKON PaANO03IEKTPOHHON MPOTYKIIMH.

7.4. IlepecMoTp ¥ BHECEHHME W3MEHEHHMW B  HacTosmlyro [loMMTHKY  OCYIIECTBISIOTCS
Ha [IEpUOIUYECKON U BHEINIAHOBOM OCHOBE.
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